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Should this bulletin be sent to one of your colleagues as well as you? If you are 'moving
on' please let us know a new contact within your company to send the bulletin to.
If you have any sister companies or businesses you work closely with who you think
would benefit from this bulletin (check with them first) then please let us know.
If you no longer wish to receive this bulletin then please let us know at
NorthEastCrimeReduction@Scotland.pnn.police.uk
URGENT MESSAGES WILL BE SENT OUT AS APPROPRIATE

________________________________________________________________

SBRC Cyber Incident Response Helpline
A helpline for Scottish organisations in the event of a cyber-attack
In partnership with Scottish Government and Police Scotland, SBRC has launched the UK’s first cyber
incident response helpline for the SME community and the third sector to help victims of cybercrime
understand what support is immediately available to them and help them recover. Alongside the
Scottish Government and Police Scotland. SBRC will also work with several trusted external
companies around the country who can help in situations where an onsite expert is needed. The free
helpline will help organisations confirm they have been the victim of an attack and, if so, provide
expert guidance to get them back to secure operations. Any organisation concerned about their IT
security should call SBRC and if they think there is criminal activity to report the crime to Police
Scotland on 101
You can reach the cyber incident response helpline on 01786 437 472. 9am – 5pm weekdays
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Trading Standards Scotland Bulletin
The latest Scam Share Bulletin from Trading Standards Scotland is attached within
the following link
https://mailchi.mp/f111175b4070/scam-share
Topics this week include
Free Boiler Scams
Scottish Water – Bogus Callers
Recent Doorstep Scams
Books for Schools – Scam Calls
Bank Scams
Hermes Delivery Scams
Payment Diversion Fraud
Firework Safety
Scam Share Spotlight – HMRC
New App for Business
Please share this information and keep yourself and others safe
_________________________________________________________________

Scammers Target North East Business
Following on from last month’s report in Business Watch regarding Data Breaches a
North East business was this week targeted by scammers after their email account
was compromised.
The company, who deal in construction work, were alerted by a customer after they
sent out an invoice by email. A short time after the original email was received by the
customer another fake email was sent by the scammers advising of an urgent
change in bank details. Believing this to be unusual the customer contacted the
construction company to make them aware. Swift action by the company directors
ensured no monies were lost. Several customers reported receiving similar emails
directly after being invoiced.
To check if your details have appeared in any other public data breaches, there are a
number of online tools that you can use, such as https://haveibeenpwned.com.
Similar services are often included in antivirus or password manager tools that you
may already be using.
_________________________________________________________________
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You can improve your online security with
Cyber Aware 6 actions.
If hackers get into your device or accounts, they could access your money, your
personal information, or information about your business.
Explore the 6 Cyber Aware actions you can take to keep yourself, your family and
your business secure.
Improve Your Password Security
Creating strong, separate passwords and storing them safely is a good way to
protect yourself online.
1. Use a strong and separate password for your email.
Your main email is the gateway to all your other accounts. Keep it secure with a
password that is different to all your other passwords. Keep it secure. Keep it
separate.
2. Create strong passwords using 3 random words.
Weak passwords can be hacked in seconds. Make yours strong, longer and more
memorable by combining three random words that you can remember. The dafter
the better.
3. Save your password in to your browser.
This is safer than re-using the same password for all your accounts. Save them to
secure them.
Add Extra Protection
Once you’ve set up strong, separate passwords for all your devices and services,
there are other things you can do to reduce your risk of being hacked.
4. Turn on 2 Factor Authentication (2FA)
Two factor authentication protects you with a second layer of security that checks it’s
really you logging in. Think of it as a double lock for your data. Be doubly sure.
5. Update your devices
Cybercriminals exploit
weaknesses in software
and apps to get your
information. Updating fixes
those weaknesses. Think
of update reminders as an
alarm telling you to act.
Stay secure. Update
regularly.
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Make sure you can
recover quickly
A cyber-attack may mean
you lose some or all of your
data, such as pictures,
documents, or financial or
client information. Backing
up regularly will help you
get back on track.
6. Back up your data
If your phone, tablet or
laptop is hacked, you could
lose all your personal files including photos and videos.
Keep everything secure by backing up. Back it up, keep it secure.
For up-to-date information on scams and cyber-related crimes visit
https://www.cyberscotland.com
_________________________________________________________________

Scottish Business Resilience Centre App Launched
Last week SBRC launched a new app to provide advice and support for businesses
to do everything they can to stay safe – online and offline. Through targeted push
notifications, businesses that download the app will be informed of credible threats to
their operations including cyber threats, traffic, and protestor activity, and be given
accurate sector-specific guidance within minutes.

https://www.sbrcentre.co.uk/scottish-business-resilience-centre-app-launched
________________________________________________________________
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Bike Security
Bike theft continues to be an issue this
month across the North East particularly in
Aberdeen. Several bikes have been stolen
in the last few weeks from communal
stairwells and from outside bike storage
facilities.
Cheap bike locks are easily overcome.
There is no substitute for a good quality,
heavy duty chain and closed shackle
padlock or D-Lock. If leaving your bike
unattended for any length of time then
consider using two different types of lock
to secure your bike. This will take twice as
long to overcome and require thieves to go
equipped with different types of tools.
Last week officers from the North East
Crime Reduction Unit spent a day at
Robert Gordon University advising
students on appropriate security measures
for leaving their bikes on campus and
encouraging sign up to Bike Register.
Similar events were held at Huntly,
Fraserburgh and Ellon in partnership with
Aberdeenshire Council and Cycling UK.

BikeRegister is the UK’s national, Police
approved, bicycle marking & registration
scheme. The BikeRegister website allows
customers to access their account, and
Police to check stolen bikes, on smart
phones and tablets whilst on the go. The
site also enables members of the public to
check 2nd hand bikes to assist them in
trying to avoid purchasing stolen goods.
www.bikeregister.com
_________________________________________________________________
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After Dark – properties in Kingswells targeted
A number of houses in the Kingswells area have been broken into this month with
thieves targeting jewellery and cash.
The Police Scotland ‘After Dark’ campaign continues in November and specifically
encourages residents to make their properties look occupied now that daylight hours
are shortening.
A house that looks unoccupied is a target for criminals.
Keep windows and doors locked
Secure sheds and garages
Fit/check outside security lighting is working
Fit a shed/garage alarm
Fit an intruder alarm – if your property already has an alarm then use it
Record/security mark valuable property
Consider additional garage door locks
Use timer switches on lights
_________________________________________________________________

Safer Communites Safer Scotland
The latest edition of ‘Safer Communities Safer
Scotland’ is attached to this month’s Business Watch.
Produced by Neighbourhood Watch Scotland and
supported by the Scottish Government the booklet is
packed with practical tips on how to keep you, your
family and your community safe – from protecting
your home and possessions to helping your children
enjoy the benefits of the internet in safety.

_________________________________________________________________

Rural Crime Event
The North East Crime Reduction unit are busy this month organising a rural crime
awareness event to be held in Portsoy on 1st December 2021. The event is being
held in partnership with the National Farmers Union and will include inputs on
subjects such as vehicle security, CCTV, cyber security, mental health awareness
and the latest security devices on the market to protect rural properties and
equipment. The Scottish Ambulance Service will also be on hand giving
demonstrations in First Aid and CPR. The event is open to all NFU members so look
out for invites in the post soon.
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Sign Up for Neighbourhood Alert for free

A great way in which Police can share information is via the Neighbourhood Alert
system, which is delivered by Neighbourhood Watch Scotland. This enables us to
send out e-mail messages relating to local crime trends and share crime prevention
advice quickly and effectively to a wide audience. The information can also be
targeted to particular groups, streets, or communities as required.
Anyone can sign-up to receive these e-mail messages, either individually or as a
community group. The sign-up process allows you to specify the type of information
you are interested in and from what source. This is coordinated by our partners in
Neighbourhood Watch Scotland, who work with a range of partners in the public
sector to provide information not only on crime, but also about community safety and
resilience. We only send out messages which contribute to keeping you informed
and safe.
Simply visit
www.neighbourhoodwatchscotland.co.uk
__________________________________________________________________

Crimestoppers - https://crimestoppers-uk.org/
Tel. 0800 555 111
SPEAK UP. STAY SAFE - CRIMESTOPPERS are an independent charity that gives
people the power to speak up to stop crime 100% anonymously.

__________________________________________________________________
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ARE YOU READY FOR A LIFE CHANGING CAREER? http://www.scotland.police.uk/recruitment/police-officers/

As always please share the above information with your colleagues.
Crime Reduction Unit
North East Division
Email: NorthEastCrimeReduction@scotland.pnn.police.uk
Website: www.scotland.police.uk
Twitter: www.twitter.com/NorthEPolice
Facebook: www.facebook.com/NorthEastPoliceDivision
Police Scotland's North East Division covers rural and urban areas in Moray, Aberdeenshire and
Aberdeen City. The division has five territorial command areas which have their own dedicated Area
Commander, who is responsible for the daily policing function. Each command area is served by a
number of community policing teams whose activities are built around the needs of the local
community. These teams respond to local calls and look for long term solutions to key issues. They
are assisted by the division's Crime Reduction Unit who deliver against Force and local priorities in a
number of areas, including physical and social crime prevention, supporting and enhancing
community engagement and creating and sustaining strong and effective partnership working
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